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__ RECEIVED _
UNITED STATES DISTRICT COURIoAS ATTORKEY GEHERAJ
DISTRICT OF MINNESOTA 000 GCT 20 A % 22

MIKE HATCH, ATTORNEY GENERAL Civil Action
FOR THE STATE OF MINNESOTA ~ Court File No, 99-872 adm/ajb
Plaintiff,
v, _ AMENDED FINAL JUDGMENT
AND ORDER FOR INJUNCTIVE
US'BANK NATIONAL ASSOCIATION ND AND CONSUMER RELIEF

f/k/a/ FIRST BANK OF SOUTH DAKOTA
(NATIONAL ASSOCIATION), US BANCORP
INSURANCE SERVICES, INC. and _

US BANCORP f/k/a FIRST BANK SYSTEM INC.

Defendants.

The above-entitled matter came before the undersigned Judge of the District Court on 72&
22" dé‘;l 'f' %MGOO, upon the Parties’ joint application, based on an Amended

Stipulation of Settlement between the Parties. Plaintiff State of Minnesota appeared by Assistant

| Attorney General Prentiss Cox. Defendants appeared by Richard B, Solum, Esq. Based on the
Amended Stipulation of the Parties, and upon all the files, records and proceedings herein,
IT IS HEREBY ORDERED AND DECREED:
' PRELIMINARY MATTERS
-1, The above named Court has jurisdictio_n over the subject maiter of this case, having
federal question jurisdiction over the claims asserted under 15 U.S.C. section 1681 and having

supplemental jurisdiction over the remaining state law claims.



2. The Parties have stipulated to the intervention and joinder of the Signatory States as
Parties herein, and agree to the Court’s entry of this:Amended Final Judgment and Order
(hereafter “Amended Order™).
3. . This Amended Order is in the public i mterest and shall apply to Defendants’ operations and
activities in Minnesota and in the Slgnatory States.
DEFINITIONS

For purposes of this Amended Order, the following Definitions shall apply:
4, “Affiliate” means U.S. Bank National Association, N.D., U.S. Bancorp and any person
with respect to which ﬁ.S; Bancoll‘p directly or indirectly (e.g. through one of its subsidiaries)
owns at least 80 percent of the voting securities.
s, “Unaffiliated Third Party” means an person who is nbt an Affiliate of U.S. Bancorp.
6. “Customer Data” means any and all personal information about an individual customer
(natural person) of Deféndants, including but not limited to the following types of informatior_n:

account customer names

account customer’s address

account customer’s phone number

account customer’s account number

account customer’s last date of purchase information
account customer’s account open date '
account customer’s account balance

account customer’s credit limit

account customer’s credit insurance status

account customer’s social security number

account customer’s year-to-date finance charge

account customer’s ATM transaction count

account customer’s card type {classic or gold)

account customer’s brand (US Bank, Express line Rocky MT)
account customer’s number of plastics (number of cards)
account customer’s date of birth

account customer’s cash advance amount
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account customer’s behavior score
account customer’s bankruptcy score
account customer’s date of last payment
account customer’s amount of last payment
account customer’s date of last statement
account customer’s statement balance
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“Customer Daia” shall not include such information (1) td the extent dbntained in reports
provided to employers of cardholders who are issued credit cards by Defendants or their Affiliates
as part bf a program for business, travel, purchasing, corporate or other similar cards instituted
between Defendants or their Affiliates and such employers; or (2) with respect to employees of
Defendahts or their Affiliates, in coninection with _discounts-or special Suying'programs for non-
Financial Products or Services negotiated by and offered to e‘mploye'es of Defendants or their
Affiliates.

7. “Customer” means any natural person who, since ane 1, 1997, had a credit card. or
dépository agreement with U.S. Bancorp or its Affiliates and either had an address in Minnesota
or one of the Signatory‘States or was a resident of Minnesota or one of the Signatory States at
the time such agreement was in effect.

8. “Defendants” means U.S. Bancorp and its Affiliates.

9. “Attorney General” or “Attorneys General” as used hereip means the Attorneys General of
the States of Arizona, éalifornia, Colorado, Connectiﬁut, Delaﬁare, Georgia, Florida, Idaho,
Illinois, Indiana, lowa, Kansas, Kentucky, Louisiana, Maine, I-&aryland, Massachusetts, Michigan,
Missouri, Nebraska, Nevada, New Jersey, New Mexico, New York, quth Carolina, North
Dakota, Ohio, Oklahoma, Ofegon, Pennsylvania, South Dakota, Utah, Vermont, Washington,

Wisconsin, and Wyoming; the Corporation Counsel of the District of Columbia; Office of



Consumer Protection of the state of Hawaii; and the Department of Commerce of the state of
Montana, - |
10.  “Signatory States” means the above listed states, which are signatories to the Amended
Stipulation of Settlement. ;I‘he Signatory States are hereby permitted to intervene and are hereby
jdined as Parties plaintiff herein. |
1. “Parties” means Minnesota, the Signatory States and Defen‘dants.
12. “Dire& Marketiﬂ ” means telemarketing and targeted direct mail solicitations (and does
not include solicitations accompanying statements or other account servicing communications).
13.  “Financial Products or Services” means securities or insurance products or services which
are subject to regulati_on under federal or state securities or insurance laws; the making of loans or
extensions of credit of all types and related services which are reasonably. necessar.y to carry out
the making of the loan or extension of credit (e.g, closings, filings, appraisals, title examinations);
‘leas;mg (provided that the disclosure of Customer Data pursuant to an agreement witﬁ an
Unaffiliated Third Party shall not be termed a “lease” of such data); and trust and asset
management services.

ORDER
14.  Defendants and their Affiliates shall not share Customer Data with Unaffiliated Thifd
Parties for purposes of marketing non-Financial Products or Services of an Unaffiliated Third
Party.. |
15.  Defendants shall comply with applicable antitying restrictions under the law as it relates to
crorss—marketing activities between Defendants and their Affiliates,

16.  The terms of any cross-marketing agreement between a depository institution controlled



by U.S. Bancorp and any other Affiliate of U.S. Bancorp shall be on market‘ terms and otherwise
consistent with the limitations of federal law which govern transactions between depository
institutions and their other Affiliates,

17.-  U.S. Bancorp and its Affiliates shall, in writing, upon the opening of a credit card or
depository account (of promptly thereafter if not opened in perso;l) and at least annualily
thereafter, providé individual Customers with notice of the opportunity to "opt-out" of cross-
marketing activities by electing not to allow the sharing of Customer Data with Unaffiliated Third
Parties for purposes of marketing Financial Products or Services of an Unaffiliated Third Party
and with an Affiliate for Direct Marketing purposes. The privacy policy attached to the
Defendants’ supplemental 60-day report is in compliance with the requirements of this Amended
Order and w111 facilitate the disclosures contemplated by this paragraph. |

18. Defendants shall maintain all data bases in a manner that allows their separation in the
event of divestiture and the preservation of confidentiality of Customer Data in such event.

19. Deféndaﬁts shall estaﬁlish tréining, audit and compliance prégrams fo} their personnel to
prépare, monitor and maintain compliance with this Amended Order and the provisions of law
governing sales, sharing of Customer Data with Affiliates and privacy. Defendants shall file with
the Office of thé Comptroller of the Currency (OCC) their manﬁal utilized to ensure compliance
with applicable laws and this Amended Order.

20.  U.S. Bancorp and its Affiliates shall comply with all applicable disclosure requirements of
federal and stalte laws with respect to cross-marketing activities,

21.  Defendants shall make refunds to all Customers who make application for a refund of any

fees paid by such Customer to an Unaffiliated Third Party in connection with a non-Financial



Products or Services since June 1, 1997, provided any Customer Data about the Customer was
shared by Defendants with the Unaffiliated Third Party and such Customer did not use the
program or services of the Unaffiliated Third Party for which the fees were paid. Defendants shall
make reasonable eﬂ‘oﬁs to notify afl Customers who, since June 1, 1997, were charged a fee for
any non-Financial Product or Service of the Unaffiliated Third P@ and whose Customer Data
was shared by Defendants with the Unaffiliated Third Party, by mail, in a format approved by the
Court, of their rights to make application for a refund as set forth in this paragraph. The process
respecting notification and refunds shall be provided to and approved by the Court, and shail
thereafter be subject to oversight by Retired Judge Patrick Fitzgerald or another retired judge

. mutually agreed to by the Parties or designated by the Court, acting as a special master. If -
Defendants fail to notify_zit least 90 percent of such Customers, their notification efforts shall be
presumed to be not reasonable, in which case the Court or special master may order further
efforts at notification. The notice to Customers shall apprise them of a dedicated toll-free
cusfomer service number. In addition, the notice to customers who had a Minnesota address or

- were Minnesota residents at the time their agreement with U.S. Bancorp or its Affiliates was in
effect shall inform such customers of their right to obtain further information from the Minnesota
Attorney General’s Office at (651) 296-3353 or (80.0) 657-3787. All costs associated with the
‘notice refund and fees of the retired judge shall be paid by Defendants.

22,  Inaddition to the disclosure required in paragraph 17, Defendants shall, in written
communications, disclose their privacy policy to their individual (natural person) Customers:

a. Defendants shall provide such notice upon the opening of an account and at least
annually thereafter.



b.  Each privacy disclosure shall provide such customers with an easily available
method to “opt-out” of the sharing of Customer Data with Affiliates for Direct
Marketing Purposes and with Unaffiliated Third Parties for purposes of marketing
Financial Products or Services of the Unaffiliated Third Party. The “opt-out”
system shall include both toll-free telephone numbers and addresses where
customers may notify the Defendants of their desire to “opt-out” of such sharing of
Customer Data. Defendants shall also accept “opt-out” notices submitted fo
tellers or other consumer representatives. Simple “opt-out” forms shall be made
available in conspicuous public locations in each branch office of U.S. Bank.

C. The privacy policy attached to the Defendants’ supplemental 60-day report is in
compliance with the requirements of this Amended Order and will facilitate the
disclosures contemplated by this paragraph.

23, Customers who elect to "opt-out" of cross-marketing shall not appear on Direct
Marketing lists thereafter created by U.S. Bancorp or its Affiliates or any marketing lists
thereafter provided by Defendants to any Unaffiliated Third Party for purposes of marketing
Financial Products or Services.

24.  Defendants engage in certain co-branded and affinity credit card programs (e.g.,
Northwest Airlines WorldPerks) with various companies and organizations. A co-branded or
affinity credit card program is one where the credit card contains the name of one or more of the
Defendants and the name of no more than a single co-brand and/or a single affinity partner (e.g.
the names of U.S. Bank and Northwest Airlines). Nothing herein shall prohibit Defendants from
sharing Customer Data of a particular customer enrolled in a co-brand or affinity card program
with the co-branded or affinity partner of the program in which the particular customer is
enrolled, or any reward fulfillment vendor retained in connection with the same program, provided
that Defendants may not disclose such Customer Data to any other Unaffiliated Third Party,

25.  Defendants shall not, by means of oral, written or any other type of communication,

misrepresent their policies or practices with respect to the sharing of Customer Data with




Unaffiliated Third Parties.

26.  Within sixty (60) days after the date of entry of this Amended Order, Defendants shall file
a report with the Court setting forth in detail the manner and form in which they have complied
with this Amended Order.

27. . The Amended Stipulation of Settlement filed by the partie's with the Court is approved,
and this matter is -diémissed with prejudice,

28, thwithstanding anything to the contrary in this Amended Order, certain provisions
contained in this Amended Order may be modified according to the terms set forth in this
paragraph;

(A)  After January 1, 2002 paragraphs 17 and 22 may be modiﬁed by the Office of the
Cométroller of the Currency (OCC) (by é writing prow_'idéd to the Minneébta Attorney General’s
office and to the offices of the Attorneys General') if it deems so appropriate in respect to the
ability of Defendants to conduct their business felative to the use or disclosure of Customer Data
in a manner compa:ablé to t}'natr of other national banks. After J amiary 1, 2003 paragraphs 17 and
22 may be modified by the Court upon petition by the Defendants (with 30 days’ advance written
notice to the Minnesota Attorney General’s Office and the OCC and to the Attorneys Generals)
upon a demonst-ration to the Court’s satisfaction by Defendants that tﬁey are at & competitive
disadvantage to other national banks in respect to.their ability-to conduct their business relative to

the use or disclosure of Customer Data; provided that any modification shall conform to the

! For purposes of giving the notiées required by this Amended Order, the Attorneys General shall
provide Defendants with the name(s) and address(es) to which such writing shall be directed; if
any Attorney General fails to do so, the notice shall be directed to the Office of the Attorney
General.



minimum requirements of any then-existing applicable laws,

(B)  Paragraph 14 may be modified after January 1, 2001 by the Office of the Comptrolter of
the Cuqency (OCC) (by a writing provided to the Minnesota Attorney General’s office and the
Attorneys Generals) if it deems so appropriate in respect to the ability of Defendants to conduct
theif business relative to the use or disclosure of Customer Data m a manner comparable to that
of other qationa] banks In such event, paragraphs 17, 22 and 23 shall apply to the disclosure of |
Customer Data with Unaffiliated Third Pai‘tiés for purposes of marketing non-Financial Products
or Services of an Unaffiliated Third Party, subject to such modification as may be permitted
herein.

(C)  The provisions of paragraphs 14, 17, 18, 19, 22 and 23 shall not be binding on a successor
qorpo,ration i a merger between U.S. Bancorp and another corporation, nor on such successor
corporation’s affiliates, provided that the transaction value at the time of the announcement of
such merger is an amount equal to 30 percent or more of the pfe-announcerhent market |

' capitalization of U.S. Bancorp; in such event, however, the successor corporation and its affiliates
shall comply with any then-existing applicable laws.

(D) Inthe eveni new federal legistation or regulation applicable to national banks and
respecting the specific subject matter of any paragraph herein is passed or adopted after June 30,
19§9, Defendants may provide written notice to the Minnesota Attorney General’s Office that
they believe that such new federal legislation or regulation should result in ﬁ modification of this

~ Amended Order, If the Minne@ta Attorney General’s Office fails within 30 days to notify
Defendants in writing that it disagrees with Defendants’ notice, then such modification as

specified in Defendants’ notice shall be deemed effective with no further judicial action,



However, in the event the Minnesota Attorney General’s Office notifies Defendants in writing
within the 30 day period that it disagrees with Defendants’ notice, then Defendants may petition
on 30 days notice to the Minnesota Attorney General’s Office the Court for a modification such
that this Amended Order is no more restrictive than the minimum requirements of such new laws
or regulations. |

(E) Defendants may petition the court for a modification of this Amended Order in the event
that the OCC should impose upon these Defendants specifically any obligation which renders
Defendanté reasonably unable to comply with any provision of this Amended Order.

29.  The Parties’ joint motion and stipulation for the intervention and joindgr of the Signatory
States as Parties plaintiff herein is granted, and the Sighatory -States are hereby plaintiffs in this
action.

LET JUDGMENT BE ENTERED ACCORDINGLY.

BY THE COURT:

Datedzw AAFIvvy  UNITED STATES DISTRICT COURT

/

(_’Thf/ﬂonorab_le James M. Rosenbaum
dge of the District Court
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